S. HrG. 106-839

CYBER ATTACKS: REMOVING ROADBLOCKS TO
INVESTIGATION AND INFORMATION SHARING

HEARING

BEFORE THE

SUBCOMMITTEE ON TECHNOLOGY, TERRORISM,
AND GOVERNMENT INFORMATION

OF THE

COMMITTEE ON THE JUDICIARY
UNITED STATES SENATE

ONE HUNDRED SIXTH CONGRESS
SECOND SESSION

ON

EXAMINING THE INCIDENCE OF CYBER ATTACKS ON THE NATION'S IN-
FORMATION SYSTEMS, FOCUSING ON REMOVING ROADBLOCKS TO IN-
VESTIGATION AND INFORMATION SHARING

MARCH 28, 2000

Serial No. J-106-72

Printed for the use of the Committee on the Judiciary

&

U.S. GOVERNMENT PRINTING OFFICE
69-358 CC WASHINGTON : 2001



COMMITTEE ON THE JUDICIARY
ORRIN G. HATCH, Utah, Chairman

STROM THURMOND, South Carolina PATRICK J. LEAHY, Vermont
CHARLES E. GRASSLEY, lowa EDWARD M. KENNEDY, Massachusetts
ARLEN SPECTER, Pennsylvania JOSEPH R. BIDEN, Jr., Delaware

JON KYL, Arizona HERBERT KOHL, Wisconsin

MIKE DEWINE, Ohio DIANNE FEINSTEIN, California

JOHN ASHCROFT, Missouri RUSSELL D. FEINGOLD, Wisconsin
SPENCER ABRAHAM, Michigan ROBERT G. TORRICELLI, New Jersey
JEFF SESSIONS, Alabama CHARLES E. SCHUMER, New York

BOB SMITH, New Hampshire

MANuUs CooNEY, Chief Counsel and Staff Director
BRuUcE A. CoHEN, Minority Chief Counsel

SUBCOMMITTEE ON TECHNOLOGY, TERRORISM, AND GOVERNMENT INFORMATION

JON KYL, Arizona, Chairman

ORRIN G. HATCH, Utah DIANNE FEINSTEIN, California
CHARLES E. GRASSLEY, lowa JOSEPH R. BIDEN, Jr., Delaware
MIKE DeEWINE, Ohio HERBERT KOHL, Wisconsin

STEPHEN HiGGINs, Chief Counsel
NEIL QUINTER, Minority Chief Counsel and Staff Director

(m



CONTENTS

STATEMENTS OF COMMITTEE MEMBERS

Page
Kyl, Hon. Jon, U.S. Senator from the State of Arizona ............cccccoecveiiiinicienenns 1
Feinstein, Hon. Dianne, U.S. Senator from the State of California ...... 3
Schumer, Hon. Charles E., U.S. Senator from the State of New York . . 4
Leahy, Hon. Patrick J., U.S. Senator from the State of Vermont ....................... 20

CHRONOLOGICAL LIST OF WITNESSES

Statement of Hon. Louis J. Freeh. Director, Federal Bureau of Investigation,
WaShiNGLoN, DC ......cooiiiieciiie e e e e e e e s e e e st e e e nnraeeesbeeesnraeeans 7

Panel consisting of Richard D. Pethia, director, Computer Emergency Re-
sponse Team Centers, Software Engineering Institute, Carnegie Mellon
University, Pittsburgh, PA; and Harris N. Miller, president, Information
Technology Association of America, Arlington, VA ... 35

ALPHABETICAL LIST AND MATERIAL SUBMITTED

Freeh, Louis J.:

TESTIMONY ..ttt ettt et ettt 7
Prepared StateMENT .......cc.ooiiiiieiiiie e 25
Miller, Harris N.:
Testimony ................. 46
Prepared statement 49
Pethia, Richard D.:
TESTIMONY ..ttt ettt et ettt 35
Prepared StAteMENT .......ccceiiiieeiiiie et e 38
Schumer, Hon. Charles E.: Letter from the Grand Lodge, Fraternal Order
of Police to Senator Schumer, dated Mar. 16, 2000 ...........ccccovevivieiiinirieneennne. 6
APPENDIX
QUESTIONS AND ANSWERS
Responses of Louis J. Freeh to Questions from Senators:
S TP P PSP 61
Feinstein 66
Grassley . 70
LEARNY .o 75

an






CYBER ATTACKS: REMOVING ROADBLOCKS
TO INVESTIGATION AND INFORMATION
SHARING

TUESDAY, MARCH 28, 2000

U.S. SENATE,
SUBCOMMITTEE ON TECHNOLOGY, TERRORISM,
AND GOVERNMENT INFORMATION,
COMMITTEE ON THE JUDICIARY,
Washington, DC.

The subcommittee met, pursuant to notice, at 10:03 a.m., in room
SD-226, Dirksen Senate Office Building, Hon. Jon Kyl (chairman
of the subcommittee) presiding.

Also present: Senators Grassley, Feinstein, Schumer, and Ben-
nett [ex officio.]

OPENING STATEMENT OF HON. JON KYL, A U.S. SENATOR
FROM THE STATE OF ARIZONA

Senator KyL. The subcommittee will please come to order. Let
me first welcome everyone to this hearing of the Subcommittee on
Technology, Terrorism, and Government Information.

Today, we will examine various roadblocks to the protection of
our information systems from cyber attack. Using the recent denial
of service attacks as a backdrop, we will discuss some of the things
that inhibit swift investigation and prosecution of cyber crimes,
and the sharing of vulnerability and threat information among the
private sector and with organizations affiliated with the Federal
Government.

This is the sixth public hearing we have held in the past 3 years
on the critical issue of securing our Nation’s information infrastruc-
ture. The issue is now beginning to receive national attention.

The latest attacks on eight well-known Internet sites like eBay,
Yahoo and CNN raised public awareness and hopefully will serve
as a wakeup call about the need to protect our critical computer
networks. Uncertainty caused by the attacks contributed to a 258-
point drop in the Dow Jones Industrial Average and halted a string
of 3 days of consecutive record-high closes of the technology-laden
Nasdag Composite Index.

As the New York Times noted in an editorial, “Just when Ameri-
cans have begun to get accustomed to the pervasive influence of the
Internet, a wave of anonymous assaults on Web sites has roiled the
stability of the newly emerging cyber world.” What the Times
didn’'t say was that although disruption to these sites was substan-
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tial, the damage did not even approach what it could have been,
based on the Internet’'s known vulnerabilities.

Catching and punishing those who commit cyber crimes is essen-
tial for deterring future attacks. When a cyber attack occurs, it is
not initially apparent whether the perpetrator is a mischievous
teenager, a professional hacker, a terrorist group, or even a hostile
nation. Law enforcement must be equipped with the resources and
the authorities necessary to swiftly trace a cyber attack back to its
source and appropriately prosecute.

Today, we will discuss some impediments to law enforcement in
cyber space and how the bill that I recently introduced with Sen-
ator Schumer would remove some of these impediments. In particu-
lar, the bill would modify the trap and trace authority so that law
enforcement will no longer need to obtain a warrant in every juris-
diction through which a cyber attack traveled. It will also remove
the current $5,000 minimum in damages for a case to be consid-
ered for Federal prosecution, and it will remove the current 6-
month minimum sentence for cyber crimes that frankly has led to
lesser serious attacks not being prosecuted, and finally allows
youths 15 or older to be considered for Federal prosecution for com-
mitting serious computer crimes.

The recent attacks also illustrated one crucial point that must be
understood when dealing with securing the information infrastruc-
ture. We are only as strong as our weakest link. If only one sector
of society heeds warnings and fixes computer vulnerabilities, that
is not enough. The cyber criminal, terrorist, or enemy nation will
search for another sector that has ignored warnings and not used
proper computer security.

The February denial of service attackers first infected university
computers with programs and then launched massive amounts of
invalid inquiries to the victims, shutting them down. Computer ca-
pacity is increasing so rapidly that individuals with personal com-
puters at home and work can now be used for similar types of at-
tacks. We must examine the best way to secure all parts of our in-
formation infrastructure from attack. In order to do that, all indi-
viduals, businesses, and agencies with computer must get serious
about security.

Last fall, Carnegie Mellon University’s Computer Emergency Re-
sponse Team posted warnings about these types of denial of service
attacks. The FBI's National Infrastructure Protection Center,
NIPC, also posted warnings and even provided a tool for anyone to
download to check to see if their system was infected with the at-
tack program. Many people heeded those warnings and used the
tool, but not enough to prevent the attacks from occurring. We
need to encourage and perhaps even consider some kind of man-
date to individuals and systems administrators to tap into the re-
sources available to ensure their own security and that of others
connected to the Internet.

Finally, overall protection from attack necessitates that informa-
tion about cyber vulnerabilities, threats and attacks be commu-
nicated among companies and with government agencies. Coopera-
tion among competitors, while adhering to underlying antitrust
laws, is necessary to create information sharing and analysis cen-
ters in each portion of the private sector. Additionally, the Freedom
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of Information Act may need to be updated to encourage companies
to share information with the Federal Government. Communication
is crucial for protection and these roadblocks must be removed.

Our witnesses today are well suited to address these issues. Di-
rector Louis Freeh of the FBI will discuss limitations to effective
investigation and prosecution of cyber crimes under current law.
He will explain how the Schumer—Kyl bill brings some provisions
of current law into the computer age.

On our second panel, Mr. Rich Pethia, Director of the Computer
Emergency Response Team at the Carnegie Mellon University, will
testify about CERT’s role in analysis of computer vulnerabilities
and better ways of getting the word out and ensuring that warn-
ings are heeded.

Mr. Harris Miller, president of the Information Technology Asso-
ciation of America, will present industry’s perspective on impedi-
ments to information sharing of threats and vulnerabilities among
private sector companies and government agencies.

Before we hear from the witnesses, | would now like to turn to
Senator Feinstein for any opening remarks that she would like to
make.

STATEMENT OF HON. DIANNE FEINSTEIN, A U.S. SENATOR
FROM THE STATE OF CALIFORNIA

Senator FEINSTEIN. Thank you very much, Mr. Chairman, and
thanks for holding these hearings.

Welcome, Director Freeh, it is good to see you again.

The recent distributed denial of service attacks on Yahoo, eBay,
E*Trade, CNN and Amazon, | think, have brought home how vul-
nerable the Internet is to electronic sabotage. Indeed, as our first
witness well knows, even the FBI's own website was brought down
last month by denial of service attack.

These attacks have not only disrupted electronic commerce, but
have also had a debilitating effect on public confidence in the Inter-
net. A recent poll by PC Data Online, for example, showed that the
attacks caused 37 percent of Internet users to change their mind
about the vulnerability of the Internet. Moreover, over half of these
users said that attacks had caused them to alter their online be-
havior, with more than 80 percent saying that they would be less
likely to shop over the Internet in the future.

These attacks really shouldn’'t have been a surprise to anyone.
Long before the attacks occurred last February, the FBI, the Na-
tional Institute of Standards and Technology, and Carnegie
Mellon’s Emergency Response Team Center had all issued alerts
and even provided filtering or detection tools to help prevent the
attacks. Unfortunately, however, many companies have not re-
ceived these alerts or have ignored them.

We may not be able to prevent denial of service attacks com-
pletely, but we must explore ways to encourage industry and gov-
ernment to share information to prevent such attacks. We must
also look into means of removing obstacles to investigate and pros-
ecute perpetrators of these attacks.

I hope the hearings this subcommittee has been having will help
us better understand the nature of cyber attacks and suggest pos-
sible legislative or private sector solutions to remove these obsta-
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cles, and also to suggest deterrent actions and comment on whether
our penalty structure is, in fact, adequate. | also hope that the
hearings will raise the profile of the problem of cyber attacks, en-
couraging people to take precautions to prevent their computers
from being hijacked or part of a DDOS attack, and if they run a
website, to look into filtering or detection technology to stop DDOS
attacks when they occur.

So thanks very much, Mr. Chairman, and | look forward to work-
ing with you on this issue.

Senator KyL. Thank you, Senator Feinstein.

Senator Grassley, do you have any opening remarks?

Senator GRASSLEY. No.

Senator KvyL. Senator Schumer, incidentally I am not sure you
were here when | referred to the Schumer-Kyl bill, a strange phe-
nomenon in Washington.

Senator FEINSTEIN. In that order, too.

Senator KyL. But | did that in recognition of your leadership in
helping to put it together.

STATEMENT OF HON. CHARLES E. SCHUMER, A U.S. SENATOR
FROM THE STATE OF NEW YORK

Senator ScHUMER. Well, | thank you, Mr. Chairman, and |1 was
going to thank you for that generosity. In fact, we were in a meet-
ing on the asset forfeiture bill and Henry Hyde, when | walked into
the room, said—when | was subcommittee chairman, he came up
to me and said there was a great idea about dealing with children
who were transported across State lines. And Hyde said to me,
well, you carry the bill and | will cosponsor it and we will move
it, because that is how things were done in the House. And | said
to Henry, why don't you carry it and | will cosponsor it? And he
said when he became chairman, that is why he always treated me
so well on the committee.

So | thank you. It is returning of a good deed, and 1 know you
wouldn’t wish this, Mr. Chairman, but if 1 ever become chairman
of this subcommittee, |1 will repay the favor many times over. | also
want to thank you for your leadership on this subcommittee and
in so many different areas where we do work together, particularly
in areas like this involving crime and terrorism and things like
that.

I also want to thank Director Freeh for being here, as well as our
other witnesses, and would ask that my entire statement be put in
the record.

We all know, as Senator Feinstein mentioned, last month’s de-
nial of service attacks on companies like Amazon.com and ZDNet
underscore the new threats to our security and our economy that
are posed by online crime in an increasingly networked society.
These DOS attacks show how easy it is to break into the country’s
most prized computer networks and how hamstrung law enforce-
ment can be in apprehending them.

To me, the problem is threefold. First, most computer systems
are not secure, and security was a relatively low priority in the de-
velopment of computer software and Internet systems. | hope and
believe that is changing.
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Second, hacking is sometimes still considered more of a prank
than a crime, even though hacking can cost billions of dollars to
the economy.

And, third, our laws, even our computer laws, are set up for a
world that travels at subsonic speed, while hacking crimes move at
the speed of light.

Now, we can't solve all of these problems through legislation or
government action. The private sector has to take the lead, and
while government can provide some help with research and a mar-
ket for secure systems by purchasing only hackproof computers and
software, we all know that private companies have to take the lead
in making systems more secure.

What Senator Kyl and | are trying to do here is make it possible
for law enforcement to catch hackers in the act by modernizing our
laws, making the crime of hacking a more serious offense befitting
the serious damage that it can cause.

I have also become convinced that many of the best solutions are
far-reaching and require, among other things, significant coopera-
tion from foreign governments. We shouldn’t fool ourselves into
thinking Congress alone can solve this problem even from a law en-
forcement perspective and that we can do it right away.

So last month Senator Kyl and | introduced the Schumer-Kyl, for
which I thank you again, high-tech crime bill, S. 2092, that for the
first time provides law enforcement with nationwide trap and trace
authority. As you know, Mr. Chairman, under current law inves-
tigators who are trying to track a hacker must obtain a trap and
trace order in each jurisdiction through which an electronic com-
munication is made.

For example, to trace an online communication between two
cyber terrorists that starts at a computer in New York, goes
through a server in New Jersey, bounces off a computer in Wiscon-
sin, and then ends up in San Francisco, under current law inves-
tigators are forced to go to court in each jurisdiction permitting the
trace. And if one court slows them down, they are way behind the
eight ball.

What our bill does is amend current law to authorize the
issuance of a single order to completely trace online communica-
tions to its source, regardless of how many intermediary sites it
passes through. Law enforcement still must meet the same burden
to obtain such an order. The only difference is they don't have to
repeat the process over and over again.

Our bill, as you may have mentioned, Mr. Chairman, also makes
several other changes. One deficiency of the present law is its re-
quirement of proof of damages in excess of $5,000. In several cases,
prosecutors have found that while computer intruders had at-
tempted to harm computers vital to our critical infrastructure, it
was very difficult to prove the $5,000 in damages. Our legislation
unambiguously permits Federal jurisdiction at the outset of an un-
authorized intrusion into critical infrastructure systems rather
than having investigations wait for any damage assessment.
Crimes that exceed $5,000 will be prosecuted as felonies, and
crimes below that amount will be defined as misdemeanors. Those
are the two main provisions of the bill.
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Just finally, Mr. Chairman, | would like to note and add to the
record a letter received from the Fraternal Order of Police support-
ing our bill, which described these provisions as important changes
to existing law which will empower law enforcement to deal appro-
priately with the new computer criminal.

Mr. Chairman, in conclusion, the creation of a more secure envi-
ronment in cyberspace is good for everyone but criminals. The de-
nial of service attacks have boosted the prominence of the issue,
but the real key will be whether we can come up with appropriate
solutions that will deter and punish crime without impinging on
the rights of individuals and without slowing down the booming
growth of the Internet.

Again, | thank you for holding these hearings. | know how deeply
you care about these issues and | hope we will continue to work
closely together on many more of them.

[The above mentioned letter follows:]

GRAND LODGE, FRATERNAL ORDER OF POLICE,
LEGISLATIVE OFFICE,
Washington, DC, March 16, 2000.

The Hon. CHARLES E. SCHUMER,
U.S. Senate, Washington, DC.

DEAR SENATOR SCHUMER, | am writing this letter on behalf of the more than
285,000 members of the Fraternal Order of Police to advise you of our support for
S. 2092. This legislation aims to help law enforcement fight high tech computer
crime by amending Federal law.

Computers and high tech gadgetry are the newest tools of today's criminal, and
law enforcement has not kept pace with the latest advances in crime. Your legisla-
tion will provide law enforcement with nationwide trap and trace authority, obviat-
ing the need to obtain a tap and trace order in each jurisdiction through which an
electronic communication is made. Current technology, which can bounce electronic
messages all around the world, often makes this an impossible task. This bill would
reduce the requirement to a single order, allowing law enforcement to completely
trace the communication to its source.

Currently law requires proof of damages in excess of $5,000 before Federal juris-
diction can be asserted. Your bill would amend the Computer Fraud and Abuse Act,
allowing Federal prosecution of criminals from the outset—without having to wait
for an assessment as to the amount of the damage inflicted. Any unauthorized, in-
trusion into critical infrastructure systems pose a significant risk to public safety
and should be handled expeditiously as serious crimes.

This legislation also modifies an earlier directive to the sentencing commission,
which required a six month mandatory prison sentence for certain violations of 18
U.S.C. 1030. While the F.O.P. believes all violations should be punished, the sen-
tence requirement applies to some misdemeanor charges, even when the attack
caused no damage. For this reason, prosecutors are often reluctant to bring any
charges. The bill also amends section 1030 to give Federal law enforcement authori-
ties the power to investigate and prosecute juvenile offenders for computer crimes
when the. U.S. Attorney General certifies that such prosecution is appropriate.

These are modest but important changes to existing, law which will empower law
enforcement to deal appropriately with the new computer criminal. I would like to
commend for your leadership on this important issue and look forward to working
with you and your staff to get this bill passed. If | can be of any further assistance,
please do not hesitate to contact me or Executive Director Jim Pasco at my Wash-
ington office.

Sincerely,
GILBERT G. GALLEGOS,
National President.

Senator KyL. Thank you very much, Senator Schumer.

Our first witness today, as | said, is Louis Freeh, the Director
of the Federal Bureau of Investigation. He is the principal adminis-
tration official responsible for coordinating Federal law enforce-
ment's efforts to protect our Nation’'s critical information infra-
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structure. This coordination takes place at the National Infrastruc-
ture Protection Center, or NIPC.

Director Freeh, we will place your full written statement in the
record and invite you to make any summary remarks you would
like at this time. We are honored to have you here.

STATEMENT OF HON. LOUIS J. FREEH, DIRECTOR, FEDERAL
BUREAU OF INVESTIGATION, WASHINGTON, DC

Mr. FReeH. Thank you very much, Mr. Chairman, Senator Fein-
stein, and Senators Schumer and Grassley. It is a pleasure and a
privilege to be here before you. I can't think of a more timely and
more critical inquiry for this Congress and for this country than all
of the issues which you have collectively and correctly identified.
Let me also thank you, Senator Kyl, Senator Feinstein, and Sen-
ator Schumer, for your leadership in this area.

A couple of points | would like to make, if I might, please, and
you have a much more detailed statement for the record. I think
Senator Schumer’s point deserves some repetition. We are in a pe-
riod of extraordinary change. We had a presentation given to my
senior staff last week by the senior vice president of the largest
manufacturer of technical computer equipment in the world, and
what he said was that their company is now on an 18-month cycle
of change; that is, every 18 months not only their equipment but
the networks that support it and the corresponding infrastructures
are changing, which means getting ready for the next 18 months
is too late to prepare for these changes.

The FBI agents who are graduating from our academy now, in
addition to receiving their firearms and their badge and creden-
tials, receive a laptop computer. It is symptomatic of the venues in
which they are going to work, a place and time of extraordinary
change.

And if I could just, by illustration, give a couple of examples—
some of them you know well—a subject in Russia, in St. Peters-
burg, using a laptop computer breaks into the largest U.S. bank,
moves $10 million out of other people’s accounts into his own ac-
counts before the bank or anyone else is aware of that particular
movement; $400,000 is lost. Thanks to our liaison in Russia and
the United Kingdom—Senator, you mentioned the necessity of for-
eign cooperation—we were able to deal with that and resolve the
matter.

Another individual in Sweden, 17 years old, breaks into Florida
networks and shuts down 911 systems in a series of towns, depriv-
ing people of public safety as well as basic ambulatory concerns.

Three weeks ago, our office in New Haven notices on an Internet
bulletin board the following statement made by an unidentified
subscriber, “Sometimes | feel like shooting up my school.” The of-
fice in New Haven communicated that information back to our
headquarters. Working with the tools and abilities that you have
given us and the legal authorities that we have, we traced the mes-
sage and messenger back to a small town in Canada. Using our li-
aison with our Canadian authorities, they seek out under their own
laws and find and interview a 14-year-old subject who says, among
other things, that he has access to explosives. They do, in fact, find
dynamite, firearms, and in the words of the Canadian authorities,
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this particular situation was very, very grave and discovered by
using tools and using expertise transferred to an area of great
change.

We have, since 1998, as you probably know, doubled the number
of computer intrusion cases worked and opened in the FBI, from
547 to 1,154. In some of the areas where we work in cyber crime,
such as the Innocent Images project which, as you know, is a
project devoted to identifying and apprehending pedophiles who
use the Internet not just to send child pornography, but more egre-
giously make arrangements directly with minors all over the world
to meet them for illicit sexual purposes and travel interstate, vio-
lating our Federal statutes in that process, 497 new cases opened
just in 1999, 193 arrests, 108 convictions, one typical area where,
again, the people in the FBI, using these tools and resources, are
dealing with a completely new phenomenon.

The National Infrastructure Protection Center, as you noted, Mr.
Chairman, opened in February 1998. We have experienced a 39-
percent increase in pending cases just in the computer intrusion
area. A few days ago, the Computer Security Institute released its
fifth annual Computer Crime and Security Survey. Ninety percent
of its respondents report intrusions in the last 12 months, 74 per-
cent reporting theft of property, intellectual information, commis-
sions of intellectual property theft, financial fraud to the tune of
$56 million, information theft to the tune of $68 million.

We are looking at the entire menu of computer crime, including
the hacking phenomenon. We find that most of the unauthorized
access cases are, in fact, done by insiders in companies, univer-
sities, government agencies. Seventy-one percent of the unauthor-
ized access cases are committed, in fact, by insiders.

We had in 1997 a case where an individual who was disgruntled
shut down the Forbes, Incorporated, computer systems for several
days, causing extensive damage. In January and February 1999,
the National Library of Medicine computer system which is relied
upon by hundreds of thousands of doctors and medical profes-
sionals around the world was shut down again due to the sabotage
of an insider. The FBI investigation identified the subject who was
convicted in December.

With respect to the hacker phenomenon, several of you have
mentioned the February 7 attacks, which demonstrated really the
ease and the availability of such a devastating attack done still by
very, very difficult and complex means, subject to the investigation
that we are now trying to use to unravel it.

Politically-motivated attacks are also a large phenomenon. We
have seen that, as you mentioned, Senator, in the Department of
Justice, at the FBI, in fact. We have seen it at numerous compa-
nies and institutions all across the United States. The virus writers
have also been an instrumental part of this comprehensive com-
promise of computer systems and networks. The Melissa Macro
Virus case is a very, very good example of that. That investigation
began with the virus spreading into our country’s computer net-
works.

The Infrastructure Protection Center sent out warnings as soon
as we had solid information about the virus and its impacts. These
warnings, in fact, helped to alert the public and reduce the poten-
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tial destructive impact of the virus. We received a tip from the New
Jersey State Police, which in turn received a tip from America On-
line, and that followup resulted in the arrest of a subject, David
Smith, on April 1, 1999, who has pled guilty and stipulated to ac-
tions which affected 1 million computer systems, causing $80 mil-
lion in damages, and that is typical of the potential damage in
these types of cases.

With respect to criminal groups, a whole separate sub-category
of computer crime and hacking activities. We saw in the
Phonemasters case, which was an FBI case worked last year, the
ability of a small group of technically sophisticated criminals pene-
trating computer systems at MCI, Sprint, AT&T, Equifax, and even
our own National Crime Information Center.

Under judicially-approved electronic surveillance orders, our of-
fice in Dallas was able to use intercept technology to monitor their
calling activity, unravel their network, and was able finally to re-
sult in arrests and prosecutions. The methodology used by this
group was called dumpster diving, gathering old phone books and
technical manuals for computer systems and using that informa-
tion then to break into the victims’' systems—old-fashioned tools
used in a new environment. | mentioned the Levin case, which was
the theft and movement of $10 million out of our largest U.S. bank
resulting in a loss of over $400,000.

We have seen terrorists using this technology and this venue to
launch attacks. The Director of the Central Intelligence Agency tes-
tified recently that terrorist groups, including Hizbollah, Hamas,
the Abu Nidal organization and, of course, Bin Laden’s Qa’'ida orga-
nization, are using computerized files, e-mail, and encryption to
support their operations.

In the prosecution of Ramzi Yousef, who was convicted for the at-
tack against the World Trade Center, as well as a plan to blow up
American airliners in the Western Pacific, part of his very detailed
plans to destroy those airliners was found on a laptop computer he
used in the Philippines which was in an encrypted file and it made
it very, very difficult to retrieve.

Foreign intelligence services are using this particular technology
very effectively against the United States as well as our friends.
The whole information warfare area which is being worked on by
not just the FBI but our Department of Defense and the entire
Government, as well as the governments of our allies, presents
whole new challenges to national security. Internet fraud and all
of the other aspects of this technology are becoming much more
challenging than anybody contemplated a very short time ago.

We have taken some steps to deal with these issues and give us
the ability to remain competent in this area. The one point | would
like to make, echoing Senator Schumer remarks, is although we
are in a period of extraordinary change and challenge with respect
to technology, we are not asking for extraordinary powers. We are
not asking for any more authorities than are currently con-
templated under the Constitution and the Bill of Rights.

What we would like to do is maintain the balance that the Fram-
ers struck in 1792 when the fourth amendment was passed, which
means that the expectation and the privacy of people in their
homes and papers has to be secure, has to be paramount. But that
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privacy can be breached when a neutral and detached magistrate
finds by probable cause that a person or the place the person is
using is committing a crime or about to commit a crime, and the
constable on that finding is allowed to use authorized powers and
authorities to protect public safety and enforce the laws.

We are seeking to maintain that balance and those authorities
in a very complex and a very changing environment, but we are not
asking for extraordinary powers. Indeed, nothing in the Schumer-
Kyl bill does anything except keep us really at pace with these
enormous and phenomenal changes.

We are working very closely with the private sector. This is a key
area of our success. As you have mentioned, a lot of the response
and a lot of the responsibility for dealing with these issues will fall
to the private sector, the potential victims of many of these crimes.

I spoke very recently to the head of one of the largest police orga-
nizations in the world outside the United States and what he told
me was somewhat sobering. He said that they did not have within
his organization, a very sophisticated police organization, the
means to do forensic computer investigations, analysis, and warn-
ing. And when the national companies were coming to him asking
for help, he would say to them, “You go conduct the investigation,
bring us the results, and then we will look at it in terms of making
a prosecution decision or a charging decision.”

I think that is a very bad policy for a government, and | think
that it is incumbent upon the law enforcement authorities to have
the capability and the competence to conduct those investigations
under our authorities and to make the decisions and initiate work
that will allow us to protect people and business in this critical
area.

We should not be relegated to using contractors outside the Gov-
ernment for the basic investigative competence that we need, which
is one of the reasons we have partnered, for instance, with the Na-
tional White Collar Crime Center to set up an Internet fraud com-
plaints center, which is an online complaints center where we can
receive from the public and from industry complaints, referrals,
and then make sure that if it is not a matter to be worked by the
Federal Government or the FBI, we can delegate that to the State
and local authorities that have that responsibility. We should be
open and fully operational by May 8 of this year.

With respect to the distributed denial of service attacks, again,
those are cases of immense importance to the country and to the
FBI. We have a number of our major field offices directly and com-
pletely engaged in that investigation, coordinated by the National
Infrastructure Protection Center back in Washington.

We are asking to set up an intellectual property protection center
which would be partnered between the FBI and the Customs Serv-
ice to again provide another channel for dealing with these com-
plaints and effectively discharging our responsibilities in terms of
investigations.

With respect to the legal authorities, you have all commented
very eloquently on the aspects of the current state of the law which
are impeding us and those very modest changes which would give
us the advantages of technology to fight technology-type crimes.
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The jurisdictional limit with respect to the pen registers is obvi-
ously a critical aspect of that modification.

It wouldn't make any sense, particularly in a Federal system, to
go from State to State or county to county following a fugitive, get-
ting a new fugitive warrant in each of those jurisdictions as the fu-
gitive transitted the United States. We would have one Federal
warrant and that would be good and viable in any parts of the U.S.
jurisdiction where that person could be found or could be located.

With respect to pen registers and trap and trace orders, again |
think the technology certainly was not contemplated under the cur-
rent authorities, and that is, | think, a very modest but very criti-
cal improvement that would give us the ability to pursue things.

With respect to the damage limit, 1 think aggregating the dam-
ages and not looking for one single instance of a $5,000 limitation
will greatly improve our ability. The use of administrative subpoe-
nas, as we have found in other cases, particularly the health fraud
cases, would give us the ability, under the supervision of the U.S.
Attorneys’ Offices, to conduct inquiries in a much more efficient
manner, and one which is particularly suitable to cyberspace and
crimes involving computers as well as the Internet.

The other aspects of the bill, I think, are not only prudent but
necessary if we are to have a viable and effective response to what
is a huge proliferation in hacking cases and crimes generally com-
mitted using the Internet and using the facilities of computers. We
believe that these are modest changes not giving us any extraor-
dinary powers, but giving us, we think, the power and the ability
to remain effective and remain competent.

With respect to the other matters that the committee has been
looking at in the context of that bill, again | want to just commend
you, Mr. Chairman and the members of this committee, for your
leadership in this area. We need to strive particularly in the years
ahead to maintain our competence and our capability in an area
which is changing faster than anybody contemplated a short time
ago. So | very much appreciate your time and your attention and
your leadership here, as well as the availability of this forum to
discuss these very important issues.

Thank you.

Senator KyL. Thank you very much, Director Freeh. There is
much in your written statement that you haven't commented on
orally, but you noted many other examples in your written state-
ment of attacks on our information infrastructure in a whole vari-
ety of situations and those bear our attention as well.

You noted, for example, that a Kevin Mitnick evaded attempts to
trace his calls by moving around the country and by using cellular
telephones which routed calls through multiple carriers on their
way to a final destination, and it was impossible to get orders in
each of those places quickly enough in order to trace the calls. So
it is not as if people who are intending to violate the law don't un-
derstand fully the hoops that the law enforcement people have to
jump through in order to trace them.

Let me just begin by asking you a question about resources. At-
torney General Reno testified earlier this year that the Administra-
tion was requesting $37 million in funding enhancements for cyber
crime prosecution and investigation. But given the increasing
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workload that you face that you have testified to here today, is this
funding level sufficient, or should Congress look to increase this
level in the annual funding bills that we are going to be debating
soon?

Mr. FrReeH. | think it is a good initiative and a good start, but
not adequate to deal with the comprehensive nature of this prob-
lem, as well as the accelerated growth. For instance, part of that
funding which is very, very critical for us is an increase by 100 of
our computer examiners; we call them our card examiners. These
are the men and women in the FBI who go to the hard drives, who
extract forensically evidence and maintain it in a way that is pre-
sentable in a court of law.

The number of examinations have gone from 1,800 a year ago to
what we estimate next year will be 6,000 examinations. Half of our
cases now routinely have computer examination requirements, and
that is likely to accelerate. But the total package that you refer to
does not begin to address the National Infrastructure Protection
Center enhancements, issues regarding encryption, issues regard-
ing computer squads, 16 of them now active throughout the FBI,
Los Angeles, CA, being an example, but squads which are now in
huge demand not just in the FBI but on State and local requests.

We spoke before the hearing, Senator Feinstein and I, about an
initiative which we put forward in San Diego which was the first
establishment of a computer forensic lab which is staffed not just
by FBI examiners but by State and local scientists. And the reason
for that is quite simple. First, to bring everything back to Washing-
ton for examination just doesn't make any sense, particularly in an
electronic age dealing with electronic evidence.

Second, it is important that we begin to grow and cultivate State
and local expertise in these areas. The laboratory in San Diego was
stood up at a very, very modest cost, but gives tremendous capabil-
ity to the law enforcement community, not just the Federal commu-
nity, in that area. There is a whole bunch of other places around
the country where this is in huge demand, and those are some of
the resources that could certainly be well used.

Senator KyL. Thank you very much. Senator Feinstein notes that
the air conditioning here is obviously not working. If you would like
to shed your jacket, as | did, you are welcome to do that. | know
you are very warm.

Let me just ask you one other question, in deference to the other
people who are on the dais, and | note that Senator Bennett from
Utah has joined us. Senator Bennett, of course, chaired the Y2K
Committee and has maintained his leadership as one of the people
called upon by our leadership to coordinate efforts of the various
committees with jurisdiction to deal with the variety of issues that
we are facing. | am glad, Senator Bennett, that you have joined us
here.

Director Freeh, in your testimony you noted your desire for the
FBI to have the authority to issue administrative subpoenas. As |
noted earlier, companies are reluctant to share information on
cyber crimes with law enforcement officials because public disclo-
sure of such intrusions could lead to lost sales and a decline in a
company'’s stock price.
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What checks and balances would be used to ensure that informa-
tion acquired through administrative subpoenas would remain con-
fidential and that such subpoena power would not be abused by the
FBI?

Mr. FReeH. Several things, Mr. Chairman. First of all, a lot of
the information that would be obtained from administrative sub-
poenas would be part and parcel of the criminal investigation,
which would also in most cases at least at a certain stage become
part of a grand jury process. The administrative subpoena process
would be ancillary to, in most cases, a grand jury process, which
would give it adequate secrecy and afford confidentiality.

The discovery of that particular material, at least in terms of liti-
gation or prosecution, would really be equivalent to any informa-
tion or testimony actually taken in a grand jury. The same discov-
ery process under rule 16 would have to occur. Protective orders
could be sought and routinely would be sought during that discov-
ery process.

It would have the protections of the Privacy Act and the Freedom
of Information Act. So, that information would be used in a con-
fidential manner ancillary to a criminal inquiry and in many cases
would become part and parcel of a grand jury. It would be super-
vised and controlled by the U.S. attorney and the availability of
that information, in my view, is limited in many respects as the
grand jury information.

Senator KyL. | think that is an extremely important point be-
cause there is some reluctance on the part of some people in the
private sector to acknowledge intrusions into their systems and to
share information with law enforcement because of their fear that
this could hurt them commercially.

My own view is that they need to understand that the involve-
ment of law enforcement is their biggest protection, for precisely
the reason that you just noted. Once it is in that context, the infor-
mation can, in fact, be protected from public disclosure, in the in-
terest of that commercial enterprise, and also in the interest of the
prosecution. So | think this is an important point for all of us to
stress as we urge greater cooperation with the private sector and
our law enforcement.

Mr. FReeH. Senator, | might also mention that under the Eco-
nomic Espionage Act which this Congress passed in 1996, there are
particular and specific provisions for confidentiality in the process
of a criminal prosecution or discovery. That is very important for
corporations to understand because if their proprietary information
is at risk or in some cases has been taken, of course, there is a cor-
porate fear, as there should be, that reporting that to the FBI is
going to make matters worse because the trade secret is going to
become disclosed in the course of the investigation.

But that statute, the economic espionage statute, particularly,
even beyond the grand jury protections of rule 6(e), gives specific
and court-ordered protection to those trade secrets so they are not
compromised in the course of a prosecution, and we pay very, very
close attention to that.

Senator KyL. A very, very important point.

Senator Feinstein.

Senator FEINSTEIN. Thanks very much, Mr. Chairman.
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Mr. Freeh, in your written remarks you mention that technology
has moved so fast and yet our laws have not been able to keep up
with that technology. You point out on page 9 that you are working
with Justice to propose a legislative package for our review to keep
laws in step. | wanted to ask you when that would be ready.

You also point out that the FBI does not have the authority to
issue administrative subpoenas while conducting investigations in-
volving Internet fraud, and you detail why an administrative sub-
poena would be useful and also protect due process of law. You also
point out that many laws were not drafted in a technologically neu-
tral way and don't make a lot of sense, and that goes into the pen
register trap and trace statutes, et cetera, et cetera.

When will you have that package ready? | was looking at some
of the sentences in the cases, particularly the Phonemasters case
as well as the St. Petersburg case. | mean, really, this is major rob-
bery—well, it is not robbery because | guess it is not a crime
against a person. But you have $10 million thefts that occur, with
a lot of criminal conspiracy, and yet individuals will get in terms
of a sentence maybe just 3 years.

Are you looking at a revision of the codes with respect to this,
and when will your recommendations be available?

Mr. FrReeH. Senator, | will get back to you, if I might, on the
date. I know this is a matter being worked not only by the Depart-
ment of Justice but we have certainly contributed some input to
that.

My view is—and | have testified about this before—that the pen-
alties really need to be reviewed, and reviewed exactly along the
lines that you suggest in your question. Under the racketeering
statute which is used, | think, very judiciously by the Government
in a criminal context, two acts of mail or wire fraud could con-
stitute under the appropriate circumstances an enterprise engaged
in racketeering activity, which would then make the convicted sub-
jects eligible to very severe penalties—20 years in prison, forfeit-
ures, damages, et cetera, et cetera.

If you overlay that set of requirements with the type of cases
that we have seen here and cases where literally you could crash
not only a number of Internet companies but cause millions of dol-
lars in damages, and you could crash power grids, hospital records,
and actually cause great injury or death or extreme damage to in-
dividuals or property, | think again the statutes that are drafted
with a 3- to 5-year penalty in mind just don't contemplate, nor
could they when they were enacted, | think, the scope and the po-
tential of the damage.

So | think that that is a fair matter for the Congress to review
and | think, as with the racketeering statute, you can set guide-
lines and requirements, including specific Department of Justice
review procedures, so this is not used willy-nilly. This is not some-
thing that I am suggesting should be used in even routine or
nonroutine hacking cases. But it occurs to me, given some of the
matters that we are looking at, that there is an area of extreme
damage and threat here that really can’t be properly or even fairly
compared with a 3- to 5-year criminal exposure.

Senator FEINSTEIN. So in other words, what you do is amend the
predicate statutes and add some of these crimes. Having just done



15

this in the Gang Abatement Act in our juvenile justice bill, and
looking at a lot of predicate statutes, they really don't relate to
this. So you would have to add, | think, those statutes to apply the
RICO statutes.

Mr. FReEeH. Yes, that could be done. The Congress has done that
consistently since 1968 as new crimes have become important to
deal with.

Senator FEINSTEIN. Right.

Mr. FReeH. And | think this is a very appropriate one to con-
sider.

Senator FEINSTEIN. | would be most interested in that because
I don’t think our criminal statutes keep up at all with the kind of
conspiracy that is involved with this, and also the literal power
that it is to take down entire institutions. |1 think that has to be
taken into consideration when drafting criminal codes.

Could you comment on the need for administrative subpoenas?

Mr. FREEH. Yes; we use them now. Let me just give you one ex-
ample where the Congress has authorized us to use them, going
back now to 1996 in the healthcare fraud area. And in that area
of investigation, it is very similar to cyber crime where huge
amounts of materials have to be reviewed, particularly logs in the
computer case; in the healthcare fraud area, literally hundreds of
thousands of records and documents.

It is very important in many cases that not just the criminal in-
vestigators view these materials but that the noncriminal inves-
tigators, the scientists in the healthcare area, doctors and medical
professionals, are able to get access to that information in a very
controlled setting, but to get the information quickly, to get it com-
prehensively, to be able to review very rapidly a fast-moving crimi-
nal or noncriminal event using computers in cyberspace.

So | think what it does is it gives the Government investigators
more efficiency, more speed, without compromising the confiden-
tiality as well as the security that that information would receive.
But it has been used very effectively in the healthcare area. It
could probably be used more effectively in this area because the
volumes of logs that are required to be reviewed and the number
of different experts that need to look at that, including people who
are not criminal investigators, really lends itself to an administra-
tive subpoena context which | think would be appropriate here.

Senator FEINSTEIN. Some in the industry have argued that com-
panies will not share information with law enforcement regarding
cyber attacks because much of the information is proprietary and
sensitive in that regard, and they are afraid that the Government
will leak or otherwise disclose that information which would bene-
fit competitors.

Do you support a FOIA exemption for industry, say one prohibit-
ing public access to information that companies provide the Na-
tional Information Protection Center regarding cyber attacks?

Mr. FrReeH. | would certainly tend to favor it in the limited area
of trade secrets, proprietary information, intellectual property,
much like my comments about the Economic Espionage Act where
that is carved out as an area that protects things that are critical
to conduct an investigation but would be devastating economically
and otherwise to the owner of that property if it was disclosed or
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made publicly available. It would defeat the purpose of the inves-
tigation, which is to protect that property if, in fact, that process
leads to the disclosure to competitors and others of trade secrets,
legitimate intellectual property that needs to be protected. So |
would think that is a very fair and traditional area to carve out
protections for.

Senator FEINSTEIN. Would that be part of the package that you
will submit?

Mr. FReeH. It will certainly be part of our recommendations, but
I haven't seen the final workout because the Department of Justice
has the lead in drafting that. But let me see if |1 can get back to
you and inform you on that.

Senator FEINSTEIN. | appreciate that. Thank you. Thanks very
much.

Senator KyL. Thank you, Senator Feinstein.

Senator Grassley.

Senator GrRASsSLEY. Thank you, Director Freeh, for your appear-
ance here and, most importantly, keeping ahead of the problems
that law enforcement faces. I know with a high-tech society it is
very difficult.

I want to refer to the presidential directive that established the
National Infrastructure Protection Center. It stated that the Cen-
ter would include representatives of the FBI, Secret Service, and
other investigators experienced in computer crimes and infrastruc-
ture protection, as well as representatives from the Department of
Defense, intelligence community, and lead agencies.

It is my understanding, Director Freeh, that there are about 19
agencies that were originally assigned to the NIPC as partners
with the FBI. Is it true that there are only five agencies now re-
maining in the NIPC, and why are there only five?

Mr. FREEH. We have about 11 agencies that are currently partici-
pating with detailees, but you are correct; we do not have all of the
representation contemplated in the order. Most importantly, we are
still trying to obtain representatives from the Department of the
Treasury and the Department of Commerce, two very key compo-
nents in this sector, and that is a process that continues. But we
do have the participation of the other agencies that I mentioned
and they have been working on a full-time basis to further the
goals of that Center.

Senator GRASSLEY. You didn't say this, but is there an inference
that you are working to get the cooperation of these agencies, that
there are turf problems or some foot-dragging on the part of other
departments and bureaucracies that ought to be cooperating with
you and aren’t cooperating with you?

Mr. FReeH. | think part of it, Senator, is the high premium that
these resources have. The Department of the Treasury and the De-
partment of Commerce have their own computer centers, their own
obligations and requirements in terms of investigations. So they
have had trouble providing resources to what is a brand new initia-
tive and one which is different from their own individual respon-
sibilities. So we need to work better to bring this Center to fruition.

Senator GRASSLEY. Maybe we shouldn’'t assume that there might
be some sort of lack of cooperation on the part of those depart-
ments.
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Let me ask you this. If those departments were fully cooperating
with you so that all 19, or at least a larger number of agencies
would be cooperating with the NIPC, would that be a better rally-
ing of resources of our Government than having the 11 agencies
you have and then having 2 or 3 others out here concerned about
it in another way?

Mr. FrReeH. | believe that consolidating these resources and this
expertise in one place, as the PDD you referred to contemplated,
makes the most sense because this is the Center that not only con-
ducts the investigations, but it is responsible for the threat warn-
ings. The chairman mentioned one that was sent out last year in
advance of the distributed attacks.

It does training, it does liaison with the private sector. It makes
much more sense for a large corporate actor to hear from one rep-
resentative, from the NIPC, than from three or four different gov-
ernment agencies or components. So it makes a lot of sense to con-
solidate it.

Senator GrRassLEY. Well, | know you haven't said this and | don't
want to put words in your mouth, but I think that Congress’ over-
sight responsibility to see that the laws are faithfully enforced and
that the mandates are carried out as intended—that part of our
oversight ought to be showing some concern because all of these re-
sources aren't being brought under the same directorship. That is
my statement. | am not asking you to agree with it, but if you
would say you would agree, that would help us. It might help you,
too.

Mr. FReeH. | think we have to make a better effort to consolidate
these resources and put them in one place. There is no question
but that that is a more efficient way to do what is very difficult
to do just on its own terms, but to do it without all of the assets
at one table makes it very, very burdensome.

Senator GRASSLEY. | want to go on now to your written testi-
mony and, “The number of pending cases has increased from 39
percent, from 610 at the end of fiscal year 1998 to 834 at the end
of fiscal year 1999.” So my question: of the 834 pending cases, what
percentage are being investigated by your partner agencies?

Mr. FReeH. | think those are the cases that are in the Center,
in the NIPC itself. So what | would say is that the—and Mike
Vatis will correct me if I am not accurate—that those are the cases
which are subject to the Center’s investigation, which is the collec-
tive effort of the agencies represented there.

Senator GRASSLEY. So then there might be some cases being in-
vestigated that you wouldn’'t know about by the agencies that are
not cooperating under your directorship at this point?

Mr. FrReeH. Yes; throughout the Government, I would assume
that there would be other matters that are not known to the Cen-
ter.

Senator GRAssLEY. Of your 1999 pending cases, how many would
you say had a direct impact on national critical infrastructure pro-
tection and ability to predict indications of an attack, as compared
to pending cases that are for the purpose of monitoring for study
and possible future impact on the critical infrastructure?

Mr. FREEH. May | consult with Mr. Vatis on that?
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Mr. Vatis, who is actually the director of the Center, says that
we probably don’'t have that breakdown for you right here, but he
thinks he can work on some analysis for you along those lines and
get it back to you quickly.

Senator GrAssLEY. Thank you. I am done with my questioning.

Senator KyL. Thank you, Senator Grassley.

Senator Schumer.

Senator SCHUMER. Thank you, Mr. Chairman, and you have cov-
ered almost all the questions | wanted to ask. | have two, one just
elaborating a little bit on the international issue which we both
touched on.

Cyber criminals, as you know, can cruise over international bor-
ders with complete ease, making the need for cooperation with for-
eign governments on crime matters greater than they have been in
the past. | know you have been thinking about this, as has the De-
partment of Justice. Can you give us your take on what holds for
the future in this area? Are we talking to other governments? What
kind of cooperation are we getting? What are the barriers, et
cetera?

Mr. FReeH. We are talking to them, Senator, continuously and
very, very comprehensively. In many of the cases that | have cited,
and others which | have not cited, we would not have been able to
get out of the starting gate without the assistance of our partners.

For instance, over the millennial periods, there were a series of
events not just in the northwest United States but in the Mideast
and even in the Far East that required the deployment of FBI
agents, FBI computer examiners, who hooked up with our partners,
liaison services in a number of different countries that gave us di-
rect access to computer hard drives which in some cases were the
actual plans of terrorists to murder large numbers of Americans.

Those methods of coordination and liaison are critical because
the Internet has no sovereignty, has no boundaries, as we all know.
We work very regularly with our partners overseas. We have had
many of our liaison partners back to the United States. We have
done extensive training through the NIPC to our foreign counter-
parts. They have set up similar computer centers. The idea will be
to have these centers hooked up on a realtime basis and have
standard protocols, as well as forensic examination standards.

So this is an area that is being pressed very hard not just by our
agency but by our counterpart agencies around the world. | just
came back from a trip to the Persian Gulf and 1 visited six coun-
tries there. Every one of the countries asked about computer
crimes, looking for help and assistance in conducting investiga-
tions. We do international training to a large degree along these
particular lines. So it is a huge area of growth and potential liai-
son.

Senator SCHUMER. So, overall, you are getting the cooperation
you need from foreign governments in this?

Mr. FREEH. Yes.

Senator SCHUMER. Are there any particular governments or any
regions where we are not getting that kind of cooperation, and do
you get them not only on major cases like terrorism but on things
that they might still regard as minor, such as DOS-type invasions?
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Mr. FReEeH. We get them on the terrorism cases, which are prob-
ably the most active component of that liaison. We get them also
on the financial crimes cases. The Bank of New York case, which
you are familiar with, is being worked not only by the United
States as well as Russian authorities, but there are computer links
and leads and evidence with respect to that matter which literally
go all around the world which we are following up on. So it tran-
scends terrorism into financial crimes, into even organized crime
and drug trafficking areas. It has become part and parcel of what
we do on a routine basis.

Senator SCHUMER. Any particular places, countries, governments
where you are not getting cooperation—major ones?

Mr. FReeH. Not really. On a case-by-case basis, we have gotten
extremely good cooperation.

Senator ScCHUMER. My only other question is could you address
the problem of juveniles committing computer crimes? Are there
unique solutions we should be working on, are the laws adequate,
et cetera?

Mr. FREEH. You know, it is a very serious problem. The case that
I mentioned before, of course, involves a 14-year-old. Many of the
matters that we are currently looking at in this area—cyber crime,
the hacking cases—involve juveniles who are very adept and in
many cases surprisingly competent in the acts that they commit
and achieve.

I think what has to be done is two things. No. 1, there has got
to be a strong educational component to what we do in terms of
computer training and education. The whole notion of ethics as
well as lawfulness with respect to the computer and the potential
damage that this technology can cause in the wrong hands has to
be something which becomes regularly instructed and part and par-
cel of our whole educational process, not just for juveniles, by the
way. | think that we probably do a better job across the board in
that area.

In the prevention area as well as the enforcement area, | think
looking at the number of juveniles active in this area is going to
require some adjustments or modifications, at least a serious re-
view of the current statutory authorities which in most cases were
written 50, 60 years ago, and the whole notion of juveniles in this
type of endeavor and activity clearly not contemplated. So | think
it is a combination of education and also some modification of the
laws because there has to be some deterrent and some ability to
achieve some results in that area.

Senator ScHUMER. Would you get to us some specific—or | guess
you will have to work it through DOJ, but maybe you and they to-
gether, some specific recommendations on juvenile issues that are
needed?

Mr. FREEH. Yes, | will.

Senator SCHUMER. Thank you. Thank you, Mr. Chairman.

Senator KyL. Thank you, Senator Schumer.

Senator Feinstein.

Senator FEINSTEIN. Mr. Chairman, may | have unanimous con-
sent to place a statement by the ranking member in the record,
please?

Senator KyL. Without objection, so ordered.
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[The prepared statement of Senator Leahy follows:]

PREPARED STATEMENT OF HON. PATRICK J. LEAHY, A U.S. SENATOR FROM
THE STATE OF VERMONT

As we head into the twenty-first century, computer-related crime is one of the
greatest challenges facing law enforcement. Many of our critical infrastructures and
our government depend upon the reliability and security of complex computer sys-
tems. We need to make sure that these essential systems are protected from all
forms of attack.

Whether we work in the private sector or in government, we negotiate daily
through a variety of security checkpoints designed to protect ourselves from being
victimized by crime or targeted by terrorists. For instance, Congressional buildings
like this one use cement pillars placed at entrances, photo identification cards,
metal detectors, x-ray scanners and security guards to protect the physical space.
These security steps and others have become ubiquitous in the private sector as
well.

Yet all these physical barriers can be circumvented using the wires that run into
every building to support the computers and computer networks that are the main-
stay of how we communicate and do business. This plain fact was amply dem-
onstrated by the recent hacker attacks on E-Trade, ZDNet, Datek, Yahoo, eBay,
Amazon.com and other Internet sites. These attacks raise serious questions about
Internet security—questions that we need to answer to ensure the long-term stabil-
ity of electronic commerce. More importantly, a well-focused and more malign cyber-
attack on computer networks that support telecommunications, transportation,
water supply, banking, electrical power and other critical infrastructure systems
could wreak havoc on our national economy or even jeopardize our national defense.
We have learned that even law enforcement is not immune. Last month we learned
of a denial of service attack successfully perpetrated against a FBI web site, shut-
ting down that site for several hours.

The cybercrime problem is growing. The reports of the CERT Coordination Center
(formerly called the “Computer Emergency Response Team”), which was established
in 1988 to help the Internet community detect and resolve computer security inci-
dents, provide chilling statistics on the vulnerabilities of the Internet and the scope
of the problem. Over the last decade, the number of reported computer security inci-
dents grew from 6 in 1988 to more than 8,000 in 1999. But that alone does not re-
veal the scope of the problem. According to CERT’s most recent annual report, more
than four million computer hosts were affected by computer security incidents in
1999 alone by damaging computer viruses, with names like “Melissa,” “Chernobyl,”
“ExplorezZip,” and by other ways that remote intruders have found to exploit system
vulnerabilities. Even before the recent headline-grabbing “denial-of-service” attacks,
CERT documented that such incidents “grew at a rate around 50 percent per year”
which was “greater than the rate of growth of Internet hosts.”

CERT has tracked recent trends in severe hacking incidents on the Internet and
made the following observations. First, hacking techniques are getting more sophis-
ticated. That means law enforcement is going to have to get smarter too, and we
need to give them the resources to do this. Second, hackers have “become increas-
ingly difficult to locate and identify.” These criminals are operating in many dif-
ferent locations and are using techniques that allow them to operate in “nearly total
obscurity.”

I commend the FBI Director for establishing the Pittsburgh High Tech Computer
Crimes Task Force to take advantage of the technical expertise at CERT to both
solve and prevent newly emerging forms of computer network attacks. Senator
Hatch and | are working together on legislation that would encourage the develop-
ment of such regional task forces.

Cybercrime is not a new problem. We have been aware of the vulnerabilities to
terrorist attacks of our computer networks for more than a decade. It became clear
to me, when | chaired a series of hearings in 1988 and 1989 by the Subcommittee
on Technology and the Law in the Senate Judiciary Committee on the subject of
high-tech terrorism and the threat of computer viruses, that merely “hardening” our
physical space from potential attack would only prompt committed criminals and
terrorists to switch tactics and use new technologies to reach vulnerable softer tar-
gets, such as our computer systems and other critical infrastructures. The govern-
ment has a responsibility to work with those in the private sector to assess those
vulnerabilities and defend them. That means making sure our law enforcement
agencies have the tools they need, but also that the government does not stand in
the way of smart technical solutions to defend our computer systems.
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Encryption helps prevent cybercrime. That is why, for years, | have advocated and
sponsored legislation to encourage the widespread use of strong encryption.
Encryption is an important tool in our arsenal to protect the security of our com-
puter information and networks. The Administration made enormous progress when
it issued new regulations relaxing export controls on strong encryption. Of course,
encryption technology cannot be the sole source of protection for our critical com-
puter networks and computer-based infrastructure, but we need to make sure the
government is encouraging—and not restraining—the use of strong encryption and
other technical solutions to protecting our computer systems.

The private sector must assume primary responsibility for protecting its computer
systems. Targeting cybercrime with up-to-date criminal laws and tougher law en-
forcement is only part of the solution. While criminal penalties may deter some com-
puter criminals, these laws usually come into play too late, after the crime has been
committed and the injury inflicted. We should keep in mind the adage that the best
defense is a good offense. Americans and American firms must be encouraged to
take preventive measures to protect their computer information and systems. Just
recently, internet providers and companies such as Yahoo! and Amazon.com Inc.,
and computer hardware companies such as Cisco Systems Inc., proved successful at
stemming attacks within hours thereby limiting losses.

Prior legislative efforts were designed to deter cybercrime. Congress has responded
again and again to help our law enforcement agencies keep up with the challenges
of new crimes being executed over computer networks. In 1984, we passed the Com-
puter Fraud and Abuse Act, and its amendments, to criminalize conduct when car-
ried out by means of unauthorized access to a computer. In 1986, we passed the
Electronic Communications Privacy Act (ECPA), which | was proud to sponsor, to
criminalize tampering with electronic mail systems and remote data processing sys-
tems and to protect the privacy of computer users. In the 104th Congress, Senators
Kyl, Grassley and | worked together to enact the National Information Infrastruc-
ture Protection Act to increase protection under federal criminal law for both gov-
ernment and private computers, and to address an emerging problem of computer-
age blackmail in which a criminal threatens to harm or shut down a computer sys-
tem unless their extortion demands are met.

In this Congress, | have introduced a bill with Senator DeWine, the Computer
Crime Enforcement Act, S. 1314, to set up a $25 million grant program within the
U.S. Department of Justice for states to tap for improved education, training, en-
forcement and prosecution of computer crimes. All 50 states have now enacted tough
computer crime control laws. These state laws establish a firm groundwork for elec-
tronic commerce and Internet security. Unfortunately, too many state and local law
enforcement agencies are struggling to afford the high cost of training and equip-
ment necessary for effective enforcement of their state computer crime statutes. Our
legislation, the Computer Crime Enforcement Act, as well as the legislation that
Senator Hatch and | are crafting, would help state and local law enforcement join
the fight to combat the worsening threats we face from computer crime.

Our computer crime laws must be kept up-to-date as an important backstop and
deterrent. | believe that our current computer crime laws can be enhanced and that
the time to act is now. We should pass legislation designed to improve our law en-
forcement efforts while at the same time protecting the privacy rights of American
citizens. Such legislation should make it more efficient for law enforcement to use
tools that are already available—such as pen registers and trap and trace devices—
to track down computer criminals expeditiously. It should ensure that law enforce-
ment can investigate and prosecute hacker attacks even when perpetrators use for-
eign-based computers to facilitate their crimes. It should implement criminal forfeit-
ure provisions to ensure that hackers are forced to relinquish the tools of their trade
upon conviction. It should also close a current loophole in our wiretap laws that pre-
vents a law enforcement officer from monitoring an innocent-host computer with the
consent of the computer's owner and without a wiretap order to track down the
source of denial-of-service attacks. Finally, such legislation should assist state and
local police departments in their parallel efforts to combat cybercrime, in recognition
of the fact that this fight is not just at the federal level.

I have been working with Senator Hatch on legislation to accomplish all of these
goals and look forward to discussing these proposals with law enforcement and in-
dustry leaders.

Civil Fraud Laws May Also Need Strengthening. There is no question that fraud
is one of the most pressing problems facing the Internet. According to the Director
of the FBI, frauds have tainted Internet sales of merchandise, auctions, sweepstakes
and business opportunities and the North American Securities Administrators Asso-
ciation estimates that Internet-related stock fraud alone results in billions of dollars
of loss to investors each year. | understand that the FBI and the National White
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Collar Crime Center are jointly sponsoring the Internet Fraud Complaint Center,
which will help assist in the investigation of fraudulent schemes on the Internet and
will compile data on cyber-frauds. | applaud this endeavor.

In looking for ways to combat Internet fraud, we should consider whether the Jus-
tice Department’s authority to use civil enforcement mechanisms against those en-
gaged in frauds on the Internet should be enhanced.

Legislation must be balanced to protect our privacy and other constitutional rights.
| am a strong proponent of the Internet and a defender of our constitutional rights
to speak freely and to keep private our confidential affairs from either private sector
snoops or unreasonable government searches. These principles can be respected at
the same time we hold accountable those malicious mischief makers and digital
graffiti sprayers, who use computers to damage or destroy the property of others.
I have seen Congress react reflexively in the past to address concerns over anti-
social behavior on the Internet with legislative proposals that would do more harm
than good. A good example of this is the Communications Decency Act, which the
Supreme Court declared unconstitutional. We must make sure that our legislative
efforts are precisely targeted on stopping destructive acts and that we avoid scatter-
shot proposals that would threaten, rather than foster, electronic commerce and sac-
rifice, rather than promote, our constitutional rights.

Technology has ushered in a new age filled with unlimited potential for commerce
and communications. But the Internet age has also ushered in new challenges for
federal, state and local law enforcement officials. Congress and the Administration
need to work together to meet these new challenges while preserving the benefits
of our new era.

| thank Senators Kyl, Feinstein and Schumer for their attention to this important
issue.

Senator KyL. Senator Bennett.

Senator Bennett.

Senator BENNETT. Thank you, Mr. Chairman, and | appreciate
your courtesy and willingness to let me come in and participate in
this with you. It is a matter of great personal interest. | realize
that you, Mr. Chairman, and this subcommittee have done perhaps
more in this particular issue than any other group in the Congress,
with the possible exception of the efforts being expended in the
Armed Services Committee as they deal with DOD issues. Most of
the questions that | would have, have already been touched on.

Mr. Freeh, | would like to get your reaction to one issue. We as
a Nation spent $15 million setting up the information coordinating
center to deal with Y2K. It turned out to be a nonevent as far as
the ICC was concerned, and a lot of people said, “Gee, why did you
go to all that trouble? That is a fairly significant investment. The
wiring is in the floor, the computers are in place,” and so on.

Do you have any suggestions as to the future of that facility?
Should it be dismantled and packed away, and say, “Gee, that was
a bullet that missed us, so we can forget it?” Or do you see any
utility for that facility long term in dealing with cyber crimes or
even cyber warfare?

Mr. FREEH. Senator, | think, first of all, it was a good investment
and a prudent one, given the threats that you particularly and oth-
ers were responsible for analyzing and dealing with and predicting.

I would like to, if I might, just consider that a little bit and get
back to you. I don’'t have any concerns about continuing the activity
to the extent that it would complement and support other activi-
ties. 1 guess my concern, which was reflected in my answer to Sen-
ator Grassley, is that this is such a huge challenge and a huge bur-
den that we don't want to split our forces before we then fielded
our team.

And if we are going to be bifurcating responsibilities and taking
what the PDD said the NIPC should be doing and assigning it to
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another facility because the facility is available without some co-
ordination or some overall administrative control by the people re-
sponsible for not just the criminal investigations but analysis,
threat warning, training, liaison; the worse thing to do right now
would be to split our forces because our forces are quite meager,
given the challenges that we need to get geared up for.

Senator BENNETT. Well, I would appreciate any response that
you might have. Some of us in the Congress have written to OMB
and said that we think this facility should be maintained and
turned over to CIAO. OMB thinks it should be dismantled and
those portions that might be of some value should be handed over
to FEMA.

I do not see the protection of critical infrastructure as a FEMA
responsibility, and I think CIAO comes the closest as an agency to
deal with that and one with whom you could coordinate very close-
ly. So I don't seem to be able to influence OMB and | am putting
you on something of a spot to ask your opinion on this, but I think
the facility represents a relatively, if there is such a thing, unique
asset, certainly a very rare asset.

It is unique in that nothing else has been created quite like it,
and | want to see it utilized if there is any possibility that it can
be utilized with respect to cyber crimes or cyber terrorism. So if
you would respond, | would appreciate that.

Mr. FReeH. | will be happy to do that, Senator.

Senator BENNETT. Now, looking ahead at the testimony of the
next witness, there is a paragraph that | would like to read to you
out of his written testimony and just give you an opportunity to re-
spond while you are here because very often you come, you leave,
then he speaks and you don’t get a chance to comment.

So in Mr. Harris Miller's testimony he says, “Few high-tech com-
panies are interested in being perceived by their customers as ac-
tive agents of law enforcement. Agencies, meanwhile, are often
viewed as demanding this type of information from the private sec-
tor, but giving little back in return. Let me be blunt: information
sharing cannot be a one-way street.”

Would you like to comment on that statement? That is pretty
blunt and | think opens the dialog in a useful way.

Mr. FrReeH. Well, | certainly agree that in the responsibilities
that we have as a law enforcement agency vis-a-vis the private sec-
tor, you cannot have a one-way street. The information can't just
be flowing from the private sector to constable. It just doesn't make
any sense.

What | would say is that in a general and maybe broader con-
text—and this has been echoed by other members of the commit-
tee—law enforcement and public safety and protection of property
in this area, except for the technology, is really not different from
what law enforcement traditionally has done for a long time, over
200 years just in this country.

We cannot unilaterally protect these companies, the information,
the people who work there, the jobs, as well as the economic secu-
rity that flows from a robust private sector without their assist-
ance, no more than they can protect in the course of civil litigation
or injunctions or market leverage—they can't protect their property
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without the help, when appropriate, of the enforcement agencies
and the power of the State or the criminal courts.

So it is a necessary marriage. There is a critical need for there
to be not only information sharing but cooperation. Now, that re-
quires work on both sides. We have to respect, as we mentioned be-
fore, the confidentiality as well as the value of the information and
secrets that they may give to us to do our job.

On the other hand, they have to be willing to report to the au-
thorities incidents of crime, as banks are required to do by statute.
They have to come to us when they are the subjects of an extortion
or a threat, when someone steals their trade secret, rather than
just trying to work on it themselves. It can’'t be done unless infor-
mation is flowing in both directions, which is why the Information
Infrastructure Protection Center as one of its primary responsibil-
ities under the PDD is to have an active, robust and credible liai-
son with the private sector. We can't operate without that.

Senator BENNETT. Thank you. I think that is useful and I appre-
ciate your adding that to the record. Following up with one specific
of the questions that Senator Schumer raised, the Toronto Star re-
ported on Sunday that approximately 80 percent of the foreign at-
tacks on U.S. computer networks either originate in or pass
through Canada.

You talked about your relationships in the world generally.
Could you give us an update on the status of United States and
Canadian cooperation in this area?

Mr. FReEeH. Yes; | would say the status of that cooperation is
really excellent. During the millennial period, particularly when we
were working with respect to the events out in the Northwest, both
from the criminal justice point of view but also from the intel-
ligence and investigative point of view, you would not find anyplace
in the world a closer integration or cooperation.

FBI agents were in Canada, RCMP officers were in the United
States, in many cases drafting applications for court authorities in
both countries together; realtime feedback of information, sharing
of information obtained from searches with appropriate court dis-
closure orders. That relationship is almost a seamless one not only
in the cyber areas but in generally all criminal justice areas, in the
counterterrorism area, and that is probably one of the best rela-
tionships between countries on those issues as anyplace | have
seen.

Senator BENNETT. Thank you very much, and thank you, Mr.
Chairman, for allowing me to participate. | appreciate it.

Senator KyL. Thank you, Senator Bennett. As always, your inter-
vention is very helpful.

Director Freeh, we could question you all morning, I am sure,
and be much better edified than we are, but we have another panel
and | think we will call upon them. We appreciate very much your
continued diligence in dealing with this area. We will try to help
get the resources to you that you need. You have certainly helped
to create the case for further legislation that we want to pursue
here, and so we thank you very, very much for being with us this
morning and wish you well.

Mr. FReeH. Thank you, Mr. Chairman, and thank you both for
your leadership in this area.
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[The prepared statement of Mr. Freeh follows:]

PREPARED STATEMENT OF Louis J. FREEH

Good morning, Mr. Chairman, Senator Feinstein, and Members of the Subcommit-
tee. I am privileged to have this opportunity to discuss cybercrime—one of the fast-
est evolving areas of criminal behavior and a significant threat to our national and
economic security.

Twelve years ago the “Morris Worm” paralyzed half of the Internet, yet so few
of us were connected at that time that the impact on our society was minimal. Since
then, the Internet has grown from a tool primarily in the realm of academia and
the defense/intelligence communities, to a global electronic network that touches
nearly every aspect of everyday life at the workplace and in our homes. The recent
denial of service attacks on leading elements of the electronic economic sector, in-
cluding Yahoo!, Amazon.com, Buy.com, Ebay, E*Trade, CNN, and others, had dra-
matic and immediate impact on many Americans. As Senator Bennett recently stat-
ed, “these attacks are only the tip of the iceberg. They are the part of the iceberg
that is visible above the water-in clear view. But as everyone knows, the largest
part of the iceberg, and possibly the most dangerous, lies beneath the surface of the
water and is difficult to detect. This is true also with the range of threats to the
Internet and those that rely upon it.”

I would like to acknowledge the strong support this Subcommittee has provided
to the FBI over the past several years for fighting cybercrime. Senator Kyl's strong
support for vital cyber crime legislation such as the National Infrastructure Protec-
tion Act of 1996 and the Schumer-Kyl bill strengthening 18 U.S.C. §1030, is greatly
appreciated. Senator Kyl and this committee have also been the strongest support-
ers of our National Infrastructure Protection Center. For that support, | would like
to say thank you.

In my testimony today, | would like to first discuss the nature of the threat that
is posed from cybercrime and highlight some recent cases Then | will comment on
our use of 18 U.S.C. §1030 in fighting cybercrime and say a few words about the
Schumer-Kyl bill. Finally, I would like to close by discussing several of the chal-
lenges that cybercrime and technology present for law enforcement.

CYBERCRIME THREATS FACED BY LAW ENFORCEMENT

Before discussing the FBI's programs and requirements with respect to
cybercrime, let me take a few minutes to discuss the dimensions of the problem. Our
case load is increasing dramatically. In fiscal year 1998, we opened 547 computer
intrusion cases; in fiscal year 1999, that had jumped to 1154. At the same time, be-
cause of the opening the National Infrastructure Protection Center (NIPC) in Feb-
ruary 1998, and our improving ability to fight cyber crime, we closed more cases.
In fiscal year 1998, we closed 399 intrusion cases, and in fiscal year 1999, we closed
912 such cases. However, given the exponential increase in the number of cases
opened, cited above, our actual number of pending cases has increased by 39 percent
from 601 at the end of fiscal year 1998, to 834 at the end of fiscal year 1999 In
short, even though we have markedly improved our capabilities to fight cyber intru-
sions, the problem is growing even faster.

A few days ago the Computer Security Institute released its fifth annual “Com-
puter Crime and Security Survey.” The results only confirm what we had already
suspected given our burgeoning case load, that more companies surveyed are report-
ing intrusions, that dollar losses are increasing, that insiders remain a serious
threat, and that more companies are doing more business on the Internet than ever
before.

The statistics tell the story. Ninety percent of respondents detected security
breaches over the last 12 months. At least 74 percent of respondents reported secu-
rity breaches including theft of proprietary information, financial fraud, system pen-
etration by outsiders, data or network sabotage, or denial of service attacks. Infor-
mation theft and financial fraud caused the most severe financial losses, put at $68
million and $56 million respectively. The losses from 273 respondents totaled just
over $265 million. Losses traced to denial of service attacks were only $77,000 in
1998, and by 1999 had risen to just $116,250. Further, the new survey reports on
numbers taken before the high-profile February attacks against Yahoo, Amazon and
eBay. Finally, many companies are experiencing multiple attacks; 19 percent of re-
spondents reported 10 or more incidents.

Over the past several years we have seen a range of computer crimes ranging
from defacement of websites by juveniles to sophisticated intrusions that we suspect
may be sponsored by foreign powers, and everything in between. Some of these are
obviously more significant than others. The theft of national security information
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from a government agency or the interruption of electrical power to a major metro-
politan area have greater consequences for national security, public safety, and the
economy than the defacement of a web-site. But even the less serious categories
have real consequences and, ultimately, can undermine confidence in e-commerce
and violate privacy or property rights. A website hack that shuts down an e-com-
merce site can have disastrous consequences for a business. An intrusion that re-
sults in the theft of credit card numbers from an online vendor can result in signifi-
cant financial loss and, more broadly, reduce consumers’ willingness to engage in
e-commerce. Because of these implications, it is critical that we have in place the
programs and resources to investigate and, ultimately, to deter these sorts of
crimes.

The following are some of the categories of cyber threats that we confront today.

Insiders. The disgruntled insider (a current or former employee of a company) is
a principal source of computer crimes for many companies. Insiders’ knowledge of
the target companies’ network often allows them to gain unrestricted access to cause
damage to the system or to steal proprietary data. The just-released 2000 survey
by the Computer Security Institute and FBI reports that 71 percent of respondents
detected unauthorized access to systems by insiders.

One example of an insider was George Parente. In 1997, Parente was arrested
for causing five network servers at the publishing company Forbes, Inc., to crash.
Parente was a former Forbes computer technician who had been terminated from
temporary employment. In what appears to have been a vengeful act against the
company and his supervisors, Parente dialed into the Forbes computer system from
his residence and gained access through a co-worker’s log-in and password. Once on-
line, he caused five of the eight Forbes computer network servers to crash, and
erased all of the server volume on each of the affected servers. No data could be
restored. Parente’s sabotage resulted in a 2-day shut down in Forbes’ New York op-
erations with losses exceeding $100,000. Parente pleaded guilty to one count of vio-
lating of the Computer Fraud and Abuse Act, Title 18 U.S.C. §1030.

In January and February 1999 the National Library of Medicine (NLM) computer
system, relied on by hundreds of thousands of doctors and medical professionals
from around the world for the latest information on diseases, treatments, drugs, and
dosage units, suffered a series of intrusions where system administrator passswords
were obtained, hundreds of files were downloaded which included sensitive medical
“alert” files and programming files that kept the system running properly. The in-
trusions were a significant threat to public safety and resulted in a monetary loss
in excess of $25,000 FBI investigation identified the intruder as Montgomery Johns
Gray, Ill, a former computer programmer for NLM, whose access to the computer
system had been revoked. Gray was able to access the system through a “backdoor”
he had created in the programming code. Due to the threat to public safety, a search
warrant was executed for Gray's computers and Gray was arrested by the FBI with-
in a few days of the intrusions. Subsequent examination of the seized computers dis-
closed evidence of the intrusion as well as images of child pornography. Gray was
convicted by a jury in December 1999 on three counts for violation of 18 U.S.C.
§1030. Subsequently, Gray pleaded guilty to receiving obscene images through the
Internet, in violation of 47 U.S.C. §223.

Hackers. Hackers (or “crackers”) are also a common threat. They sometimes crack
into networks simply for the thrill of the challenge or for bragging rights in the
hacker community. Recently, however, we have seen more cases of hacking for illicit
financial gain or other malicious purposes.

While remote cracking once required a fair amount of skill or computer knowl-
edge, hackers can now download attack scripts and protocols from the World Wide
Web and launch them against victim sites. Thus while attack tools have become
more sophisticated, they have also become easier to use. The distributed denial-of-
service (DDOS) attacks last month are only the most recent illustration of the eco-
nomic disruption that can be caused by tools now readily available on the Internet.

Another recent case illustrates the scope of the problem. On Friday authorities
in Wales, acting in coordination with the FBI, arrested two individuals for alleged
intrusions into e-commerce sites in several countries and the theft of credit card in-
formation on over 26,000 accounts. One subject used the Internet alias
“CURADOR.” Losses from this case could exceed $3,000,000. The FBI cooperated
closely with the Dyfed-Powys Police Service in the United Kingdom, the Royal Cana-
dian Mounted Police in Canada, and private industry. This investigation involved
the Philadelphia Division, seven other FBI field offices, our Legal Attache in Lon-
don, and the NIPC. This case demonstrates the close partnerships that we have
built with our foreign law enforcement counterparts and with private industry.

We have also seen a rise recently in politically motivated attacks on web pages
or e-mail servers, which some have dubbed “hacktivism.” In these incidents, groups
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and individuals overload e-mail servers or deface websites to send a political mes-
sage. While these attacks generally have not altered operating systems or networks,
they have disrupted services, caused monetary loss, and denied the public access to
websites containing valuable information, thereby |nfr|ng|ng on others’ rights to dis-
seminate and receive information. Examples of “hacktivism” include a case in 1996,
in which an unknown subject gained unauthorized access to the computer system
hosting the Department of Justice Internet web site. The intruders deleted over 200
directories and their contents on the computer system and installed their own
pages. The installed pages were critical of the Communications Decency Act (CDA)
and included pictures of Adolf Hitler, swastikas, pictures of sexual bondage scenes,
a speech falsely attributed to President Clinton, and fabricated CDA text.

Virus Writers. Virus writers are posing an increasingly serious threat to networks
and systems worldwide. Last year saw the proliferation of several destructive com-
puter viruses or “worms,” including the Melissa Macro Virus, the Explore.Zip worm,
and the CIH (Chernobyl) Virus. The NIPC frequently sends out warnings or
advisories regarding particularly dangerous viruses, which can allow potential vic-
tims to take protective steps and minimize the destructive consequences of a virus.

The Melissa Macro Virus was a good example of our two-fold response—encom-
passing both warning and investigation—to a virus spreading in the networks. The
NIPC sent out warnings as soon as it had solid information on the virus and its
effects; these warnings helped alert the public and reduce the potential destructive
impact of the virus. On the investigative side, the NIPC acted as a central point
of contact for the field offices who worked leads on the case. A tip received by the
New Jersey State Police from America Online, and their follow-up investigation
with the FBI's Newark Division, led to the April 1, 1999 arrest of David L. Smith.
Mr. Smith pleaded guilty to one count of violating 18 U.S.C. 81030 in Federal
Court, and to four state felony counts. As part of his guilty plea, Smith stipulated
to affecting one million computer systems and causing $80 million in damage. Smith
is awaiting sentencing.

Criminal Groups. We are also seeing the increased use of cyber intrusions by
criminal groups who attack systems for purposes of monetary gain. In September,
1999, two members of a group dubbed the “Phonemasters” were sentenced after
their conviction for theft and possession of unauthorized—access devices (18 USC
§1029) and unauthorized access to a federal interest computer (18 USC §1030). The
“Phonemasters” were an international group of criminals who penetrated the com-
puter systems of MCI, Sprint, AT&T, Equifax, and even the National Crime Infor-
mation Center. Under judicially-approved electronic surveillance orders, the FBI's
Dallas Division made use of new data intercept technology to monitor the calling
activity and modem pulses of one of the suspects, Calvin Cantrell. Mr. Cantrell
downloaded thousands of Sprint calling card numbers, which he sold to a Canadian
individual who passed them on to someone in Ohio. These numbers made their way
to an individual in Switzerland and eventually ended up in the hands of organized
crime groups in Italy. Cantrell was sentenced to 2 years as a result of his guilty
plea, while one of his associates, Cory Lindsay, was sentenced to 41 months.

The Phonemasters’ methods included “dumpster diving” to gather old phone books
and technical manuals for systems. They used this information to trick employees
into giving up their logon and password information. The group then used this infor-
mation to break into victim systems. It is important to remember that often “cyber
crimes” are facilitated by old fashioned guile, such as calling employees and tricking
them into giving up passwords Good cyber securlty practices must therefore ad-
dress personnel security and “social engineering” in addition to instituting electronic
security measures.

Another example of cyber intrusions used to implement a criminal conspiracy in-
volved Vladimir L. Levin and numerous accomplices who illegally transferred more
than $10 million in funds from three Citibank corporate customers to bank accounts
in California, Finland, Germany, the Netherlands, Switzerland, and Israel between
June and October 1994. Levin, a Russian computer expert, gained access over 40
times to Citibank’s cash management system using a personal computer and stolen
passwords and identification numbers. Russian telephone company employees work-
ing with Citibank were able to trace the source of the transfers to Levin's employer
in St. Petersburg, Russia. Levin was arrested in March 1995 in London and subse-
quently extradited to the U.S. On February 24, 1998, he was sentenced to three
years in prison and ordered to pay Citibank $240,000 in restitution. Four of Levin's
accomplices pleaded guilty and one was arrested but could not be extradited.
Citibank was able to recover all but $400,000 of the $10 million illegally transferred
funds.

Beyond criminal threats in cyber space, we also face a variety of significant na-
tional security threats.
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Terrorists. Terrorists groups are increasingly using new information technology
and the Internet to formulate plans, raise funds, spread propaganda, and to commu-
nicate securely. In his statement on the worldwide threat in 2000, Director of Cen-
tral Intelligence George Tenet testified that terrorists groups, “including Hizbollah,
HAMAS, the Abu Nidal organization, and Bin Laden’s al Qa’'ida organization are
using computerized files, e-mail, and encryption to support their operations.” In one
example, convicted terrorist Ramzi Yousef, the mastermind of the World Trade Cen-
ter bombing, stored detailed plans to destroy United States airliners on encrypted
files on his laptop computer. While we have not yet seen these groups employ cyber
tools as a weapon to use against critical infrastructures, their reliance on informa-
tion technology and acquisition of computer expertise are clear warning signs. More-
over, we have seen other terrorist groups, such as the Internet Black Tigers (who
are reportedly affiliated with the Tamil Tigers), engage in attacks on foreign govern-
ment web-sites and e-mail servers. “Cyber terrorism”—by which | mean the use of
cyber tools to shut down critical national infrastructures (such as energy, transpor-
tation, or government operations) for the purpose of coercing or intimidating a gov-
e{]nment or civilian population—is thus a very real, though still largely potential,
threat.

Foreign intelligence services. Not surprisingly, foreign intelligence services have
adapted to using cyber tools as part of their espionage tradecraft. Even as far back
as 1986, before the worldwide surge in Internet use, the KGB employed West Ger-
man hackers to access Department of Defense systems in the well-known “Cuckoo’s
Egg” case. While | cannot go into specifics about more recent developments in an
open hearing it should not surprise anyone to hear that foreign intelligence services
increasingly view computer intrusions as a useful tool for acquiring sensitive U.S.
government and private sector information.

Information Warfare. The prospect of “information warfare” by foreign militaries
against our critical infrastructures is perhaps the greatest potential cyber threat to
our national security. We know that several foreign nations are developing informa-
tion warfare doctrine, programs, and capabilities for use against the United States
or other nations. Knowing that they cannot match our military might with conven-
tional or “kinetic” weapons, nations see cyber attacks on our critical infrastructures
or military operations as a way to hit what they perceive as America’s Achilles
heel—our growing dependence on information technology in government and com-
mercial operations. For example, two Chinese military officers recently published a
book that called for the use of unconventional measures, including the propagation
of computer viruses, to counterbalance the military power of the United States. And
a Russian official has also commented that an attack on a national infrastructure
could, “by virtue of its catastrophic consequences, completely overlap with the use
of [weapons] of mass destruction.”

The categories described above involve computers used as weapons and as targets
of a crime. We are also seeing computers used to facilitate more traditional forms
of crime.

Internet Fraud. One of the most critical challenges facing the FBI and law en-
forcement in general, is the use of the Internet for fraudulent purposes. Under-
standing and using the Internet to combat Internet fraud is essential for law en-
forcement. The accessibility of such an immense audience coupled with the anonym-
ity of the subject, require a different approach. The Internet is a perfect medium
to locate victims and provide an environment where victims do not see or speak to
the “fraudsters.” Anyone in the privacy of their own home can create a very persua-
sive vehicle for fraud over the Internet. Internet fraud does not have traditional
boundaries as seen in the traditional schemes. The traditional methods of detecting,
reporting, and investigating fraud fail in this environment. By now it is common
knowledge that the Internet is being used to host criminal behavior. The top ten
most frequently reported frauds committed on the Internet include Web auctions,
Internet services, general merchandise, computer equipment/software, pyramid
schemes, business opportunities/franchises, work at home plans, credit card issuing,
prizes/sweepstakes and book sales.

Let me provide you with some specific examples. Securities offered over the Inter-
net have added an entirely new dimension to securities fraud investigations. Inves-
tors are able to research potential investments and actually invest over the Internet
with ease through electronic linkage to a number of services that provide stock and
commodity quotations, as well as, critical financial information. The North Amer-
ican Securities Administrators Association has estimated that Internet-related stock
fraud results in approximately $10 billion per year (or $1 million per hour) loss to
investors, this is currently the second most common form of investment fraud.

On April 7, 1999, visitors to an online financial news message board operated by
Yahoo!, Inc. got a scoop on PairGain, a telecommunications company based in
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Tustin, California. An e-mail posted on the message board under the subject line
“Buyout News” said that PairGain was being taken over by an Israeli company. The
e-mail also provided a link to what appeared to be a website of Bloomberg News
Service, containing a detailed story on the takeover. As news of the takeover spread,
the company’s publicly-traded stock shot up more than 30 percent, and the trading
volume grew to nearly seven times its norm. There was only one problem: the story
was false, and the website on which it appeared was not Bloomberg's site, but a
counterfeit site. When news of the hoax spread, the price of the stock dropped
sharply, causing significant financial losses to many investors who purchased the
stock at artificially inflated prices.

Within a week after this hoax appeared, the FBI arrested a Raleigh North Caro-
lina man for what was believed to be the first stock manipulation scheme per-
petrated by a fraudulent Internet site. The perpetrator was traced through an Inter-
net Protocol address that he used, and he was charged with securities fraud for dis-
seminating false information about a publicly-traded stock.

In another example, on March 5, 2000 nineteen people were charged in a
muitimillion-dollar New York-based inside trading scheme. In one of the first cases
of its kind, the Internet took a starring role as allegedly about $8.4 million was ille-
gally pocketed from secrets traded in cyberspace chat rooms. Richard Walker, direc-
tor of enforcement for the Securities and Exchange Commission, called the case “one
of the most elaborate insider trading schemes in history.” At the core of the scheme,
a disgruntled part-time computer graphics worker allegedly went online and found
other disgruntled investors of the company in America Online chat rooms. He soon
was passing inside information on clients of Goldman Sachs and Credit Suisse First
Boston to two other individuals in exchange for a percentage of any profits they
earned by acting on it. For 2%z years, this employee passed inside information, com-
municating almost solely through online chats and instant messages. The part-time
computer graphics worker received $170,000 in kickbacks while his partners made
$500,000.

Other individuals also became involved as the three defendants who hatched the
scheme passed the inside information. More and more individuals became aware of
the insider information. For instance, one individual allegedly opened a brokerage
account and told his broker, that he had inside information, and the broker then
tipped off three of his customers, allowing them to earn more than $2.6 million.

There is a need for a proactive approach when investigating Internet fraud. There
is an essential need to establish a central repository for complaints of Internet
Fraud. The FBI and the National White Collar Crime Center (NW3C) are address-
ing this need by cosponsoring the Internet Fraud Complaint Center (IFCC). This
partnership will ensure that Internet fraud is addressed at all levels of law enforce-
ment (local, state and federal). The IFCC is necessary to adequately identify, track,
and investigate new fraudulent schemes on the Internet on a national and inter-
national level. IFCC personnel will collect analyze, evaluate, and disseminate Inter-
net fraud complaints to the appropriate law enforcement agency. The IFCC will pro-
vide a mechanism by which Internet fraud schemes are identified and addressed
through a criminal investigative effort. The IFCC will provide analytical support,
and aid in the development of a training module to address Internet fraud. The in-
formation obtained from the data collected will provide the foundation for the devel-
opment of a national strategic plan to address Internet fraud. The IFCC will be
open and fully operational on May 8, 2000.

Intellectual Property Rights. Intellectual property is the driver of the 21st century
American economy. In many ways it has become what America does best. The
United States is the leader in the development of creative, technical intellectual
property. Violations of Intellectual Property Rights, therefore, threaten the very
basis of our economy. Of primary concern is the development and production of
trade secret information. The American Society of Industrial Security estimated the
potential losses at $2 billion per month in 1997. Pirated products threaten public
safety in that many are manufactured to inferior or non-existent quality standards.
A growing percentage of IPR violations now involve the Internet. There are thou-
sands of web sites solely devoted to the distribution of pirated materials. The FBI
has recognized, along with other federal agencies, that a coordinated effort must be
made to attack this problem. The FBI along with the Department of Justice, U.S.
Customs Service, and other agencies with IPR responsibilities, will be opening an
IPR Center this year to enhance our national ability to investigate and prosecute
IPR crimes through the sharing of information among agencies.
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DISTRIBUTED DENIAL OF SERVICE ATTACKS

The recent distributed denial of service (DDOS) attacks have garnered a tremen-
dous amount of interest in the public and in the Congress. Because we are actively
investigating these attacks, | cannot provide a detailed briefing on the status of our
efforts. However, | can provide an overview of our activities to deal with the DDOS
threat beginning last year and of our investigative efforts over the last several
weeks.

In the fall of 1999, the NIPC began receiving reports about a new threat on the
Internet—Distributed Denial of Service Attacks. In these cases, hackers plant tools
such as Trinoo, Tribal Flood Net (TFN), TFN2K, or Stacheldraht (German for
barbed wire) on a number of unwitting victim systems. Then when the hacker sends
the command, the victim systems in turn begin sending messages against a target
system. The target system is overwhelmed with the traffic and is unable to function.
Users trying to access that system are denied its services.

Because of its concern about this new threat, the NIPC issued warnings to gov-
ernment agencies, private companies, and the public in December 1999. Moreover,
in late December, the NIPC determined that a detection tool that it had developed
for investigative purposes might also be used by network operators to detect the
presence of DDOS agents or masters on their operating systems, and thus would
enable them to remove an agent or master and prevent the network from being un-
wittingly utilized in a DDOS attack. Moreover, at that time there was, to our knowl-
edge, no similar detection tool available commercially. The NIPC therefore decided
to take the unusual and innovative step of releasing the tool to other agencies and
to the public in an effort to reduce the level of the threat. The NIPC made the first
variant of its software available on the NIPC web site on December 30, 1999. To
maximize the public awareness of this tool the FBI's National Press Office an-
nounced its availability in an FBI press release that same date. Since the first post-
ing of the tool, the NIPC has posted three updated versions that have perfected the
software and made it applicable to different operating systems.

The public has downloaded these tools tens of thousands of times from the web
site, and has responded by reporting many installations of the DDOS software,
thereby preventing their networks from being used in attacks and leading to the
opening of criminal investigations both before and after the widely-publicized at-
tacks of the last few weeks. The NIPC’'s work with private companies has been so
well received that the trade group SANS awarded their yearly Security Technology
Leadership Award to members of the NIPC's Special Technologies Applications
Unit.

Last month, the NIPC received reports that a new variation of DDOS tools was
being found on Windows operating systems. One victim entity provided us with the
object code to the tool found on its network. On February 18, the NIPC made the
binaries available to anti-virus companies (through an industry association) and the
Computer Emergency Response Team (CERT) at Carnegie Mellon University for
analysis and so that commercial vendors could create or adjust their products to de-
tect the new DDOS variant. Given the attention that DDOS tools have received in
recent weeks, there are now numerous detection and security products to address
this threat, so the NIPC determined that it could be most helpful by giving them
the necessary code rather than deploying a detection tool itself.

Unfornately, the warnings that the WIPC and others in the security community
had issued about DDOS tools last year, while alerting many potential victims and
reducing the threat, did not eliminate the threat. Quite frequently, even when a
threat is known and patches or detection tools are available, network operators ei-
ther remain unaware of the problem or fail to take necessary protective steps. In
addition, in the cyber equivalent of an arms race, exploits evolve as hackers design
variations to evade or overcome detection software and filters. Even security-
conscious companies that put in place all available security measures therefore are
not invulnerable. And, particularly with DDOS tools, one organization might be the
victim of a successful attack despite its best efforts, because another organization
failed to take steps to keep itself from being made the unwitting participant in an
attack.

On February 7, 2000, the FBI received reports that Yahoo had experienced a de-
nial of service attack. In a display of the close cooperative relationship the NIPC
has developed with the private sector, in the days that followed, several other com-
panies also reported denial of service outages. These companies cooperated with our
National Infrastructure Protection and Computer Intrusion squads in the FBI field
offices and provided critical logs and other information. Still, the challenges to ap-
prehending the suspects are substantial In many cases, the attackers used “spoofed”
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IP addresses, meaning that the address that appeared on the target’'s log was not
the true address of the system that sent the messages.

The resources required in these investigations can be substantial. Several FBI
field offices have opened investigations and almost all of our other offices are sup-
porting these cases. The NIPC is coordinating the nationwide investigative effort,
performing technical analysis of logs from victims sites and Internet Service Provid-
ers, and providing all-source analytical assistance to field offices. While the crime
may be high tech, investigating it involves a substantial amount of traditional police
work as well as technical work. For example, in addition to following up leads, SIPC
personnel need to review an overwhelming amount of log information received from
the victims. Much of this analysis needs to be done manually. Analysts and agents
conducting this analysis have been drawn off other case work. In the coming years
we expect our case load to substantially increase.

THE LEGAL LANDSCAPE

To deal with this crime problem, we must look at whether changes to the legal
procedures governing investigation and prosecution of cyber crimes are warranted.
The problem of Internet crime has grown at such a rapid pace that the laws have
not kept up with the technology. The FBI is working with the Department of Justice
to propose a legislative package for your review to help keep our laws in step with
these advances.

One example of some of the problems law enforcement is facing is the jurisdic-
tional limitation of pen registers and trap-and-trace orders issued by federal district
courts. These orders allow only the capturing of tracing information, not the content
of communications. Currently, in order to track back a hacking episode in which a
single communication is purposely routed through a number of Internet Service Pro-
viders that are located in different states, we generally have to get multiple court
orders. This is because, under current law, a federal court can order communica-
tions carriers only within its district to provide tracing information to law enforce-
ment. As a result of the fact that investigators typically have to apply for numerous
court orders to trace a single communication, there is a needless waste of time and
resources, and a number of important investigations are either hampered or de-
railed entirely in those instances where law enforcement gets to a communications
carrier after that carrier has already discarded the necessary information. For ex-
ample, Kevin Mitnick evaded attempts to trace his calls by moving around the coun-
try and by using cellular phones, whic